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1 Abstract

In this paper we presentadaptive model generation, a methodfor automatically
building detectiormodelsfor data-miningoasedntrusiondetectionsystemsUs-

ing thesamedatacollectedby intrusiondetectionrsensorsadaptve modelgenera-
tion builds detectionmodelson thefly. This significantlyreduceghe deployment
costof anintrusiondetectionsystembecausét doesnot requirebuilding a train-

ing set. We presenta realtime systemarchitectureandefficientimplementation
of automaticmodelgeneration.The systemusesa modelbuilding algorithmthat

builds anomalydetectionmodelsover noisy data. We evaluatethe systemusing

theDARPA IntrusionDetectionEvaluationdataandshowv anincreasen detection
performancessmoredatais collectedby the sensors.

2 Intr oduction

Many recentapproache intrusiondetectionID) have applieddataminingtech-
niques. Theseapproachesuild detectionmodelsby applyingdata-miningalgo-
rithmsto large datasetsof auditdatacollectedby a system.Thesemodelshave
beenempirically provento bevery effective [14, 21]. However, onemajordraw-
backof datamining basedapproachess thatthe datarequiredfor trainingis very
expensve to produce. In this paper we presentadaptive model generation, an



approachto intrusiondetectionwhich collectsdataand builds detectionmodels
onthefly.

Datamining IDSs collect datafrom sensors which monitor someaspecof a
system. Sensorgnay monitor network actvity, systemcalls usedby userpro-
cessesor file systemaccess.They extract predictive featuresfrom the raw data
streambeingmonitoredto produceformatteddatathatcanbe usedfor detection.
Datagatheredy sensorss evaluatedoy a detector usinga detectionrmodel. This
model determinesnvhetheror not the datais intrusive. Algorithms for building
detectionmodelsareusuallyclassifiedinto two cateyories: misuse detection and
anomaly detection. The natureof thetrainingdatasetsfor eachcategory is differ-
ent,but areexpensve to producen eithercase.

Misuse detectionalgorithmsmodel known attackbehaior. They compare
sensordatato attackpatternslearnedfrom the training data. If the sensordata
matcheghe patternof someknown attackdata,the obsered datais considered
intrusive. Misusemodelsaretypically obtainedby training on a large setof data
in whichtheattackshave beenmanuallylabeled[14]. This datais very expensve
to producebecausesachpieceof datamustbe labeledaseithernormalor some
particularattack.

Anomaly detectionalgorithmsmodel normal behaior. Anomaly detection
modelscomparesensordatato normal patternslearnedfrom the training data.
If the sensordatadeviatesfrom normal behaior, the anomalydetectionmodel
classifiegshedataasto have originatedfrom anattack.Anomalydetectiormodels
arepopularbecausé¢hey areseenasapossibleapproactio detectingunknavn or
new attacks[1, 3, 21, 4]. Most of thesealgorithmsrequirethat the dataused
for training is purely normaland doesnot containary attacks. This datacanbe
very expensve becausehe processof manuallycleaningthe datais quite time
consuming. Also, somealgorithmsrequirea very large amountof normal data
whichincreaseshecost.

Modelstrainedon datagatheredrom oneernvironmentmay not performwell
in someotherernvironment. This meanghatin orderto obtainthe bestintrusion
detectionmodels,datamust be collectedfrom eachervironmentin which the
intrusiondetectionsystemis to be deployed.The costof generatinglatasetscan
bevery expensve andthecostincurredis asignificantbarrierto IDS deployment.

To addressheseassuesye hopeto developasystenthatcouldcollectits own
dataandtrainitself. Thecentralideais to have thesystenthatcollectsthedatato
detectintrusions,alsocollectthe datausedin training detectionrmodels.

In this paperwe presentan IDS that performsadaptive model generation.
This systemstreamlinesand automategshe processof collecting datafrom sen-
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sors, building models,and distributing thosemodelsto detectors. The system
takesadwantageof a nev anomalydetectionalgorithmwhich canbuild an effec-
tive modelover noisy data[2]. This algorithmcanbuild detectionmodelswhile
toleratinga small amountof intrusive datamixed in with normaldata. In addi-
tion to building anomalydetectionmodelsin a completelyautomatidfashion,the
systemalsoprovidesmechanismso significantlyimprove the ability for usersto
quickly andeasilybuild datasetsandmodelsfor misusedetectionanddistribute
themto detectors.

We evaluateouradaptive anomalydetectiorsystenusingdatafrom theDARPA
IntrusionDetectionEvaluation.We shaw thatthe performancef the modelsim-
provesasthe systemcollectsmoretraining data.

2.1 RelatedWork

The work most similar to adaptve model generationis a techniquedeveloped
at SRI in the Emeraldsystem[8]. Emeralduseshistorical recordsto build nor-
mal detectionmodelsand comparedistributions of new instancego historical
distributions. Discrepanciebetweenthe distributionssignify anintrusion. One
problemwith thisapproachs thatintrusionspresenin the historicaldistributions
may causethe systemo notdetectsimilar intrusionsin unseerdata.

Relatedto automatianodelgenerations adaptve intrusiondetection.Tenget
al. [20] performadaptve realtime anomalydetectionby usinginductively gen-
eratedsequentiapatterns.Also relevantis Sobire/’s work on adaptve intrusion
detectionusingan expertsystenmto collectdatafrom auditsourceg17].

Many differentapproacheso building anomalydetectionmodelshave been
proposed.A surwey andcomparisorof anomalydetectiontechniquess givenin
[21]. Stephanid-orrestpresentanapproactfor modelingnormalsequencess-
ing look aheadpairs[3] andcontiguoussequencefs]. HelmanandBhangod5]
present statisticalmethodto determinesequencewhich occurmorefrequently
in intrusion dataasopposedo normaldata. Lee etal. [13, 12] usesa predic-
tion modeltrainedby a decisiontree appliedover the normaldata. Ghoshand
Schwartzbard4] useneuralnetworksto modelnormaldata. LaneandBrodley
[9, 10, 11] examineunlabeleddatafor anomalydetectionby looking at userpro-
files and comparingthe actvity during anintrusionto the activity undernormal
use.

In intrusiondatarepresentatiorrelatedwork is the IETF IntrusionDetection
Exchangd~ormatproject[7] andthe CIDF effort [18].



3 Adaptive Model Generation

We proposean IDS architecturehat containsthreecomponentsa sensoy a de-
tector andan adaptve modelgeneratar The sensorfeedsformatteddatato the
detectorfor analyzingandrespondingo occurringintrusions,andalsosendsiata
to the adaptve modelgeneratofor learningnew detectionmodels.The adaptie
model generatarupon learninga nev model, feedsthis modelto the detector
This architecturas shovn in Figurel.

Adaptive
Model
Generator

Sensor w Detector

Figurel. Adaptive Model GeneratiorOvervien

The adaptve model generationsystemconsistsof 4 components:the data
recever, thedatawarehousethe modelgeneratorsandthemodeldistributor. The
datarecever collectsthedatafrom a sensolandconvertsit into aform to beready
toinsertinto thedatawarehouseThedatawarehouseomponenstoreshedatain
adatabaseTraining setscanbe generatedor the modelgeneratiorcomponents
using databasejueries. The modelgenerationcomponentsuild modelsusing
training setsobtainedfrom the datawarehouse&omponent.The modelsarethen
distributedto the detectorausingthe modeldistributor component.The adaptve
modelgeneratiorarchitecturas shovn in Figure?2.

3.1 Model and Data Representation

This generaframework canutilize any sensoor modeltype. Therepresentation
of the datacollectedby the sensoris particularto the type of raw datathatis
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Figure2. Adaptive Model GeneratiorArchitecture

beingmonitored. Detectioncanbe doneusingary modelevaluationengineand
the modelmay bein the form of a neuralnetwork,a setof rules,or in our case,
a probabilisticmodel. An adaptve modelgeneratiorsystemmusthave a robust
mechanisnfor dealingwith heterogeneoudataand modelrepresentationskor

this reasorwe useXML for representationf both the dataandthe models.The

XML encodesll of theinformationnecessarfor theentryof theinformationinto

thedatabaseThisinformationincludesthenameof thefeaturef theactualdata
andthe identificationinformationof the sourceof the datasuchasthe machine
thedatacamefrom aswell asinformationsuchasthetime stampof thedata.

3.2 DataWarehousing

Themainadwantageof storingthesensodatain adatabases theability to retrieve
an arbitrary subsetof the datawith a single query SincedifferentIDS model
building algorithmshave different properties,a databases usefulbecausat is
easyto manipulatewhat datawhich will composethe training set. For example,
if we arebuilding detectionmodelsbasedon systemcall data,it hasbeenshavn
thateffective modelscanbe built by modelingthesystencallsfor oneprogramat
atime[3]. If all of the systemcall datais storedin the databasewe canretrieve
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all of thesystemcall datafor agivenprocesswith asinglequery

3.3 Model Generation and Distrib ution

The adaptve modelgeneratiorsystemis designedo work with ary modelgen-
erationalgorithmandthe modelgeneratocomponentsnay be viewed asa black
box. Thesecomponentsakethetrainingsetasinputandoutputalearnedmodel.
In our case we usea probabilisticmodelgeneratiorsystem put in fact we could
useary model. The modelgeneratioralgorithm mustbe ableto handletraining
datathatmay containattacks.We presensuchanalgorithmbelow. Thearchitec-
tureis designedo supportmary differenttypesof modelgeneratiorsystems.

After the modelgeneratiorcomponent$ave learnedtheir models the model
distributor sendghe modelsto the detectorsThe detectorsaaredesignedvith the
capabilityto changetheir modelson the fly. This approachs motivatedby the
work of Stolfo etal. ontheJAM architecturausedfor realtime frauddetectionin
thenetwork-basedinancialsystem[19].

3.4 Efficiency Considerations

Oneimportantconsiderationn the designof intrusiondetectionsystemss effi-
cieng. ThelDS mustbe efficientenoughto allow for timely detectionof attacks
andshouldalsominimize its useof the resource®f the systemit is protecting.
Thelatteris especiallytruein host-basedetectionsystemsin the caseof a host-
baseddetectionsystemthe IDS is taking away computationatesourceslirectly
from thesystemit is trying to protect. The adaptve modelgeneratiorframework
is designedo be adistributedsystem.Themodelgeneratioris doneona separate
systemto minimize the resourcesisedby the systemprotected.In addition,the
detectorcouldbe easilymovedoff the systemaswell furtherminimizingtheload
on the protectedsystem. In this caseonly the sensomwould be taking resources
away from the systembeingprotected.

4 Anomaly Detectionover Noisy Data

In orderto build modelsautomaticallyfrom sensordata,we apply an algorithm
for building anomalydetectionmodelsover noisy data. The reasorthe algorithm
mustbe ableto handlenoisein the datais becausave cannot guarante¢hatthe



datacollectedfrom the sensorss necessarilyclean. We presenta probability-
basedalgorithm,but arny algorithmthatcantoleratea certainamountof noisecan
be substitutednto the system.

An assumptiorof our approachis that the normal use of the systembeing
monitoredgreatlyoutnumberghe occurrenceof intrusions. This meanghatthe
attackscomposea relatively small proportionof the total data. Intuitively, if the
ratio of attacksto normaldatais smallenough thenbecausdhe attacksare dif-
ferent,the attacksstandout againstthe backgroundf normaldata. We canthus
detectthe attackwithin thedataset.

We createanomalydetectionmodelsby first detectingthe attacksthat are
buriedwithin thetrainingset. After removing thoseelementsyebuild ananomaly
detectiormodelover the remainingcleandata.

We usea probabilisticapproacho detectanomalieswvithin a dataset. We use
amixturemodeltechniqueo modelthe presenc®f theanomaliesWe thentrain
amachindearningmethodover the datasetto obtaina probability distribution of
thedata.

Sincethe numberof anomalieds very small, we first assumehat every el-
ementis normal. Motivatedby our modelof anomalieswe usethe probability
distribution to testeachelemento determinewhetheror notit is ananomaly

4.1 Mixtur e Model

The mixture modelassumeshattherearetwo casedor eachpieceof data. We
assumehatwith probability (1 — X) a given pieceof datais a legitimate useof
the system,while with probability A the datacorrespondso anintrusion. This
motivatesa mixture modelfor explaining the presenceof anomaliesn the data
set.

In this framework, therearetwo probability distributionswhich generateghe
data,a majority distribution and an anomalous distribution. An elementz; is
either generatedrom the majority distribution, M, or with probability A from
thealternatedistribution, A. Our generatre distribution for the entiredata,D, is
then:

D=(1-AM+ XA Q)

The mixture frameawork for explaining the presenceof anomaliesn the data
is independendf the propertiesor typesof thedistributionsM andA.

The setof elementsD, generatedy distribution, D, is partitionedinto two
subsetsM and A, correspondingo which elementsveregeneratedy distribu-



tion M andwhichelementsveregeneratedby distribution A . We usethenotation
M, (A;) to denoteghesetof normal(anomalousglementsafterprocessinglement
x;. Initially, we have notdetectedary anomaliesothe setof majority elementss
theentiredataset(M, = D) andthesetof anomalyelementss empty(A, = 0).

4.2 DetectingAnomalies

Detectinganomaliesjn this framawork, is equivalentto determiningwhich ele-
mentswere generatedy the distribution A andwhich elementsveregenerated
by the distribution M. Elementsgeneratedy A areanomalieswhile elements
generatedby M arenot.

For eachelementz; we determinewhetherit is an anomalyand shouldbe
movedto 4;,; oris notananomalyandshouldremainin A, ;.

In orderto makethis determinationwe examinethe likelihood of the two
cases.

Thelikelihood, L, of thedistribution D attimet is:

N
L(D) =[] Pp(z:) = ((1 - )M PMt(l‘i)) (/\Mt' II PAt(fL‘j))
=1 z; EM; z;EAL
whereP,,;, and P, arethe probability distributionsover the majority andanoma-
lous datarespectrely. We computewhetheran elementis morelikely to be an
anomalyor anormalelement.
In otherwords,we examinethechangean L; if:

My = My \ {z:} (2
At = At—l U {Zl?t} (3)
If this ratio (L;/L;_,) is greaterthansomevalue ¢, we declarethe elementan
anomalyandpermanentlynove the elementirom the majority setto theanomaly
set.Otherwisetheelementemainsn thenormaldistribution.
Mt = Mt—l (4)
At — At—l (5)
c is a parameteto the methodwhich setsthe sensitvity to anomaliesWe repeat
this procesdor every elementandin the endwe geta partition of datasetinto a
setof majority elementsanda setof anomalouglements.

A completedescriptionof this algorithmaswell asperformanceomparisons
to otheranomalydetectionalgorithmsis givenin [2].
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Tablel: Lincoln LabsSystemCall DataSummary

Program|| #Intrusion| #Intrusion | # Normal| # Normal % Intrusion

Name Traces | SystemCalls| Traces | SystemCalls | SystemCalls
ftpd 1 350 943 66842 0.05%
ps 21 996 208 35092 2.7%
eject 6 726 7 1278 36.3%

5 Evaluation

We appliedadaptve modelgeneratiorto detectintrusionsbasedon the analysis
of processsystemcalls. We examineda set of systemcall datathat contains
intrusions.

Thedataanalyzeds a setof systencall traces for agivenprogram.A traceis
the history (or list) of systemcalls madeby a processof the givenprogramfrom
beginning of executionto the terminationof the process.The argumentsto the
systemcalls areignoredfor the analysis. In the dataset,thereis a setof clean
tracesandasetof intrusiontraces.

The attacksthatarecontainedn the datasetare“userto root” attacks.These
attackstarget programson UNIX machinesthat run with superuseprivileges.
By exploiting bugsin the programsan attackercangain superuseprivilegesby
causingthe programso executea shell. This shellallows the attackercomplete
accesgo thesystem.

Thesetof systemcallsthatareobseredunderthe normalusageof thesystem
aresignificantly differentthanthe setof systemcallsthatare obsened whenan
attackeris exploiting bugsin the programandobtaininga shell. This difference
canbedetectedandis the basisof anomalydetectiormethodson systemcalls.

The datasetis from the BSM (Basic Security Module) dataportion of the
1999DARPA IntrusionDetectionEvaluationdatacreatedoy MIT Lincoln Labs
[15]. Thedataconsistsof 5 weeksof BSM dataof all processesun on a Solaris
machine We appliedadaptve modelgeneratiorto build modelsoverthreeweeks
of tracesof the programswhich were attackedduring thattime. The programs
attackedwvere: gect, ps, andftp. Table1 givesa summaryof thedataset.

Usingthesystencall traceswe decomposeachtraceinto asetof systencall
records. Eachrecordis a sequencef five consecutie systemcalls obtainedby
sliding awindow over thetraces.Our probability modelcomputeghelikelihood



of eachof the sequencesThe likelihood of a sequencaes the likelihood of the
fifth systemcall giventhe previousfour. This measuresiow well the first four
systemcalls predictthe last systemcall. Intuitively, sincethe attackprocesses
take a differentexecutionpaththanthe normal systemcalls, the point at which
the pathsdiverge would have very low likelihood in this model. This modelis
eqguialentto computingthe Markov chainprobability:

P(ZL’5|CL’4ZL'3£L’2ZL'1) (6)

wherez; is thei-th systemcall in therecord.Traininga Markov chainconsistsof
computingthe countsof systemcallswith their contexts.

After applyingthe methoddescribedn section4, we canremove theanoma-
louselementsandtrainthesystemonly onthenormaldata.To evaluatethemodel,
we computethelikelihood for eachrecordin a procesdrace. If thelikelihood is
belonv somethresholdthenwe declarethe processanintrusion.

Usingthe datato simulatea hostbasedntrusiondetectionsystem,we apply
adaptve modelgeneration.We build a modelafter collectinga weeksworth of
data. Week 1's modelis trainedon the first week of data. Week 2’'s modelis
trainedonthefirst two weeksof data,while week3’s modelis trainedon all three
weeksof data.

We evaluatethe modelafter processinggachweekof data.To keepthe evalu-
ationfrom beingbiasedio whenthe attacksoccurredwe createda testsetwhich
containsattackand normal data. The sametest setwas usedto evaluateeach
model.We alsospreadhe attackdataevenly betweerthe threeweeksof training
datato furtherremove bias. As expectedthe detectionperformancemprovesas
moretrainingdatais collected.

Thereare two importantmeasurements evaluatingthe performanceof an
intrusiondetectionsystem the detection rate andthefalse positive rate. The de-
tectionrateis the percentagef attackspresenin the datathata systemdetected.
Thefalsepositive rateis the percentag®f normaldatawhich the systemclaims
to beattacks.Performanceés optimizedwhenthe detectiorrateis maximizedand
thefalsepositive rateis minimized. Typically thereis a tradeof betweerthe de-
tectionrateandthe false positive rate. We canexaminethis tradeof by varying
thedetectionthreshold.

By plotting the detectionrateversusthe falsepositive rateat differentthresh-
olds,we obtainan ROC curve. An effective methodfor comparingmodelsis by
comparingtheir ROC curveson the samedata[16]. Figure 3 shavs the ROC
curves for threemodels(Week1, Week2, Week3) over the three programsthat
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Figure 3: The performanceof adaptve model generationover 3 weeksof sys-
tem call data. ROC curvesshaw the performanceof the systemby plotting the
Intrusion Detectionrate versusthe FalsePositive rate. As expected,model per
formancemprovesfrom themodelsgenerateafter1 weekof trainingdatato the
modelsgenerateafter 3 weeksof trainingdata.(a) ftpd. (b) ps. (c) eject.

containedattackdatain the dataset.Notice thatthe ROC curvesincreaseasthe
systemcollectsmoredatawhich signifiesanimprovementin modelperformance.

6 Conclusion

In this paperwe presentechdaptve model generationa methodfor automati-
cally building intrusiondetectionmodels.The methodusesthe datacollectedby
the sensorgo train intrusiondetectionmodelsanddistributethe modelsto detec-
tors. To build themodels adaptve modelgeneratiorusesanalgorithmthatbuilds
anomalydetectionrmodelsover noisydata. The detectionrmodelsareperiodically
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updatedby the systemautomaticallyas more datais collected. Adaptive model
generatiormay significantlyreducethe costof deployinganIDS systembecause
it removestheneedfor manuallycreatingatraining set.

Futurework includesextendingthe datawarehousinggomponento allow for
the combiningof information from differentsensors. Eachsensoronly seesa
portion of whatis happeningon a system. Sinceall of the datais storedin the
datawarehousingomponentthe datacaneasilybecombinedo amorecomplete
view of whatis happeningon a system.This canbe anapproacltfor allowing the
systemto build moreeffective models.

We canalsoextendthe datarepresentatioto takeadvantageof linking capa-
bilities of (or associatedavith) XML suchaslinks amongmodelsandthedatasets
usedto generatehem.

Anotherdirectionfor future work would beto usetheinfrastructureprovided
by the systemto assistin building misusedetectiortrainingsets.Thedatacanbe
collectedfrom the sensorsaandstoredin the databasén the sameway. However,
during the datacollection process the systemwould be attackedand the time
stampof the attacksaswell astheir targetwould be recorded.The dataof when
theattacksoccurredcanbeinserteddirectly into the databaseTheactualtraining
setcanbe generatedrom the databaseThis approactcanpotentiallyreducethe
costof building atrainingset.
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