
Adaptive ModelGeneration
for IntrusionDetectionSystems

EleazarEskin,Matthew Miller , Zhi-DaZhong,GeorgeYi,
Wei-AngLee,SalvatoreStolfo�

eeskin,mmiller,zz31,georgeyi,weiang,sal� @cs.columbia.edu
Departmentof ComputerScience

ColumbiaUniversity

1 Abstract

In this paper, we presentadaptive model generation, a methodfor automatically
building detectionmodelsfor data-miningbasedintrusiondetectionsystems.Us-
ing thesamedatacollectedby intrusiondetectionsensors,adaptivemodelgenera-
tion buildsdetectionmodelson thefly. Thissignificantlyreducesthedeployment
costof anintrusiondetectionsystembecauseit doesnot requirebuilding a train-
ing set. We presenta real time systemarchitectureandefficient implementation
of automaticmodelgeneration.Thesystemusesa modelbuilding algorithmthat
builds anomalydetectionmodelsover noisydata. We evaluatethesystemusing
theDARPA IntrusionDetectionEvaluationdataandshow anincreasein detection
performanceasmoredatais collectedby thesensors.

2 Intr oduction

Many recentapproachesto intrusiondetection(ID) haveapplieddataminingtech-
niques.Theseapproachesbuild detectionmodelsby applyingdata-miningalgo-
rithms to largedatasetsof auditdatacollectedby a system.Thesemodelshave
beenempiricallyprovento bevery effective [14, 21]. However, onemajordraw-
backof dataminingbasedapproachesis thatthedatarequiredfor trainingis very
expensive to produce. In this paper, we presentadaptive model generation, an
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approachto intrusiondetectionwhich collectsdataandbuilds detectionmodels
on thefly.

Datamining IDSscollectdatafrom sensors which monitorsomeaspectof a
system. Sensorsmay monitor networkactivity, systemcalls usedby userpro-
cesses,or file systemaccess.They extract predictive featuresfrom the raw data
streambeingmonitoredto produceformatteddatathatcanbeusedfor detection.
Datagatheredby sensorsis evaluatedby adetector usingadetectionmodel.This
modeldetermineswhetheror not the datais intrusive. Algorithms for building
detectionmodelsareusuallyclassifiedinto two categories:misuse detection and
anomaly detection. Thenatureof thetrainingdatasetsfor eachcategory is differ-
ent,but areexpensive to producein eithercase.

Misusedetectionalgorithmsmodel known attackbehavior. They compare
sensordatato attackpatternslearnedfrom the training data. If the sensordata
matchesthepatternof someknown attackdata,the observeddatais considered
intrusive. Misusemodelsaretypically obtainedby trainingon a largesetof data
in whichtheattackshavebeenmanuallylabeled[14]. Thisdatais veryexpensive
to producebecauseeachpieceof datamustbe labeledaseithernormalor some
particularattack.

Anomaly detectionalgorithmsmodel normal behavior. Anomaly detection
modelscomparesensordatato normalpatternslearnedfrom the training data.
If the sensordatadeviatesfrom normalbehavior, the anomalydetectionmodel
classifiesthedataasto haveoriginatedfrom anattack.Anomalydetectionmodels
arepopularbecausethey areseenasapossibleapproachto detectingunknown or
new attacks[1, 3, 21, 4]. Most of thesealgorithmsrequirethat the dataused
for training is purelynormalanddoesnot containany attacks.This datacanbe
very expensive becausethe processof manuallycleaningthe datais quite time
consuming.Also, somealgorithmsrequirea very large amountof normaldata
which increasesthecost.

Modelstrainedon datagatheredfrom oneenvironmentmaynotperformwell
in someotherenvironment.This meansthat in orderto obtainthebestintrusion
detectionmodels,datamust be collectedfrom eachenvironment in which the
intrusiondetectionsystemis to bedeployed.Thecostof generatingdatasetscan
beveryexpensiveandthecostincurredis asignificantbarrierto IDS deployment.

To addresstheseissues,wehopeto developasystemthatcouldcollectits own
dataandtrain itself. Thecentralideais to have thesystemthatcollectsthedatato
detectintrusions,alsocollectthedatausedin trainingdetectionmodels.

In this paperwe presentan IDS that performsadaptive model generation.
This systemstreamlinesandautomatesthe processof collectingdatafrom sen-
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sors,building models,and distributing thosemodelsto detectors. The system
takesadvantageof a new anomalydetectionalgorithmwhich canbuild aneffec-
tive modelover noisydata[2]. This algorithmcanbuild detectionmodelswhile
toleratinga small amountof intrusive datamixed in with normaldata. In addi-
tion to building anomalydetectionmodelsin a completelyautomaticfashion,the
systemalsoprovidesmechanismsto significantlyimprove theability for usersto
quickly andeasilybuild datasetsandmodelsfor misusedetectionanddistribute
themto detectors.

WeevaluateouradaptiveanomalydetectionsystemusingdatafromtheDARPA
IntrusionDetectionEvaluation.We show thattheperformanceof themodelsim-
provesasthesystemcollectsmoretrainingdata.

2.1 RelatedWork

The work most similar to adaptive model generationis a techniquedeveloped
at SRI in the Emeraldsystem[8]. Emeralduseshistorical recordsto build nor-
mal detectionmodelsandcomparesdistributionsof new instancesto historical
distributions. Discrepanciesbetweenthe distributionssignify an intrusion. One
problemwith thisapproachis thatintrusionspresentin thehistoricaldistributions
maycausethesystemto notdetectsimilar intrusionsin unseendata.

Relatedto automaticmodelgenerationis adaptive intrusiondetection.Tenget
al. [20] performadaptive real time anomalydetectionby usinginductively gen-
eratedsequentialpatterns.Also relevant is Sobirey’s work on adaptive intrusion
detectionusinganexpertsystemto collectdatafrom auditsources[17].

Many differentapproachesto building anomalydetectionmodelshave been
proposed.A survey andcomparisonof anomalydetectiontechniquesis given in
[21]. StephanieForrestpresentsanapproachfor modelingnormalsequencesus-
ing look aheadpairs[3] andcontiguoussequences[6]. HelmanandBhangoo[5]
presenta statisticalmethodto determinesequenceswhich occurmorefrequently
in intrusiondataasopposedto normaldata. Lee et al. [13, 12] usesa predic-
tion model trainedby a decisiontreeappliedover the normaldata. Ghoshand
Schwartzbard[4] useneuralnetworksto modelnormaldata. LaneandBrodley
[9, 10,11] examineunlabeleddatafor anomalydetectionby looking at userpro-
files andcomparingthe activity during an intrusionto theactivity undernormal
use.

In intrusiondatarepresentation,relatedwork is theIETF IntrusionDetection
ExchangeFormatproject[7] andtheCIDF effort [18].
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3 Adaptive Model Generation

We proposean IDS architecturethat containsthreecomponents,a sensor, a de-
tector, andan adaptive modelgenerator. The sensorfeedsformatteddatato the
detectorfor analyzingandrespondingto occurringintrusions,andalsosendsdata
to theadaptive modelgeneratorfor learningnew detectionmodels.Theadaptive
model generator, upon learninga new model, feedsthis model to the detector.
Thisarchitectureis shown in Figure1.

Figure1. AdaptiveModel GenerationOverview

The adaptive model generationsystemconsistsof 4 components:the data
receiver, thedatawarehouse,themodelgenerators,andthemodeldistributor. The
datareceivercollectsthedatafrom asensorandconvertsit into aform to beready
to insertinto thedatawarehouse.Thedatawarehousecomponentstoresthedatain
a database.Trainingsetscanbegeneratedfor themodelgenerationcomponents
usingdatabasequeries. The modelgenerationcomponentsbuild modelsusing
trainingsetsobtainedfrom thedatawarehousecomponent.Themodelsarethen
distributedto thedetectorsusingthemodeldistributor component.Theadaptive
modelgenerationarchitectureis shown in Figure2.

3.1 Model and Data Representation

This generalframework canutilize any sensoror modeltype. Therepresentation
of the datacollectedby the sensoris particular to the type of raw datathat is

4



Figure2. AdaptiveModelGenerationArchitecture

beingmonitored.Detectioncanbedoneusingany modelevaluationengineand
themodelmaybein the form of a neuralnetwork,a setof rules,or in our case,
a probabilisticmodel. An adaptive modelgenerationsystemmusthave a robust
mechanismfor dealingwith heterogeneousdataandmodelrepresentations.For
this reasonwe useXML for representationof both thedataandthemodels.The
XML encodesall of theinformationnecessaryfor theentryof theinformationinto
thedatabase.Thisinformationincludesthenamesof thefeaturesof theactualdata
andthe identificationinformationof the sourceof thedatasuchasthe machine
thedatacamefrom aswell asinformationsuchasthetimestampof thedata.

3.2 Data Warehousing

Themainadvantageof storingthesensordatain adatabaseis theability to retrieve
an arbitrary subsetof the datawith a single query. Sincedifferent IDS model
building algorithmshave differentproperties,a databaseis usefulbecauseit is
easyto manipulatewhatdatawhich will composethetrainingset. For example,
if we arebuilding detectionmodelsbasedon systemcall data,it hasbeenshown
thateffectivemodelscanbebuilt by modelingthesystemcallsfor oneprogramat
a time [3]. If all of thesystemcall datais storedin thedatabase,we canretrieve
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all of thesystemcall datafor agivenprocesswith a singlequery.

3.3 Model Generationand Distrib ution

Theadaptive modelgenerationsystemis designedto work with any modelgen-
erationalgorithmandthemodelgeneratorcomponentsmaybeviewedasa black
box. Thesecomponentstakethetrainingsetasinput andoutputa learnedmodel.
In our case,we usea probabilisticmodelgenerationsystem,but in fact we could
useany model. The modelgenerationalgorithmmustbeableto handletraining
datathatmaycontainattacks.We presentsuchanalgorithmbelow. Thearchitec-
tureis designedto supportmany differenttypesof modelgenerationsystems.

After themodelgenerationcomponentshave learnedtheir models,themodel
distributorsendsthemodelsto thedetectors.Thedetectorsaredesignedwith the
capability to changetheir modelson the fly. This approachis motivatedby the
work of Stolfoetal. on theJAM architectureusedfor realtime frauddetectionin
thenetwork-basedfinancialsystem[19].

3.4 Efficiency Considerations

Oneimportantconsiderationin thedesignof intrusiondetectionsystemsis effi-
ciency. TheIDS mustbeefficientenoughto allow for timely detectionof attacks
andshouldalsominimize its useof the resourcesof the systemit is protecting.
Thelatteris especiallytruein host-baseddetectionsystems.In thecaseof ahost-
baseddetectionsystem,the IDS is takingaway computationalresourcesdirectly
from thesystemit is trying to protect.Theadaptive modelgenerationframework
is designedto beadistributedsystem.Themodelgenerationis doneonaseparate
systemto minimize the resourcesusedby thesystemprotected.In addition,the
detectorcouldbeeasilymovedoff thesystemaswell furtherminimizingtheload
on the protectedsystem.In this caseonly thesensorwould be taking resources
away from thesystembeingprotected.

4 Anomaly Detectionover NoisyData

In orderto build modelsautomaticallyfrom sensordata,we applyan algorithm
for building anomalydetectionmodelsover noisydata.Thereasonthealgorithm
mustbeableto handlenoisein thedatais becausewe cannot guaranteethat the
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datacollectedfrom the sensorsis necessarilyclean. We presenta probability-
basedalgorithm,but any algorithmthatcantolerateacertainamountof noisecan
besubstitutedinto thesystem.

An assumptionof our approachis that the normaluseof the systembeing
monitoredgreatlyoutnumberstheoccurrenceof intrusions.This meansthat the
attackscomposea relatively small proportionof the total data. Intuitively, if the
ratio of attacksto normaldatais small enough,thenbecausetheattacksaredif-
ferent,theattacksstandout againstthebackgroundof normaldata.We canthus
detecttheattackwithin thedataset.

We createanomalydetectionmodelsby first detectingthe attacksthat are
buriedwithin thetrainingset.After removing thoseelements,webuild ananomaly
detectionmodelover theremainingcleandata.

We usea probabilisticapproachto detectanomalieswithin a dataset.Weuse
a mixturemodeltechniqueto modelthepresenceof theanomalies.Wethentrain
amachinelearningmethodover thedatasetto obtainaprobabilitydistributionof
thedata.

Sincethe numberof anomaliesis very small, we first assumethat every el-
ementis normal. Motivatedby our modelof anomalies,we usethe probability
distribution to testeachelementto determinewhetheror not it is ananomaly.

4.1 Mixtur eModel

The mixturemodelassumesthat therearetwo casesfor eachpieceof data. We
assumethatwith probability �������
	 a givenpieceof datais a legitimateuseof
the system,while with probability � the datacorrespondsto an intrusion. This
motivatesa mixture modelfor explaining the presenceof anomaliesin the data
set.

In this framework, therearetwo probabilitydistributionswhich generatethe
data,a majority distribution and an anomalous distribution. An element �
� is
either generatedfrom the majority distribution, � , or with probability � from
thealternatedistribution, � . Our generativedistribution for theentiredata, � , is
then: �����������
	�� ����� (1)

The mixture framework for explaining thepresenceof anomaliesin thedata
is independentof thepropertiesor typesof thedistributions � and � .

The setof elements� , generatedby distribution, � , is partitionedinto two
subsets,� and � , correspondingto which elementsweregeneratedby distribu-
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tion � andwhichelementsweregeneratedby distribution � . Weusethenotation��� ( ��� ) to denotethesetof normal(anomalous)elementsafterprocessingelement� � . Initially, wehavenotdetectedany anomaliessothesetof majorityelementsis
theentiredataset( ��!��"� ) andthesetof anomalyelementsis empty( ��!��$# ).
4.2 DetectingAnomalies

Detectinganomalies,in this framework, is equivalentto determiningwhich ele-
mentsweregeneratedby thedistribution � andwhich elementsweregenerated
by thedistribution � . Elementsgeneratedby � areanomalies,while elements
generatedby � arenot.

For eachelement � � we determinewhetherit is an anomalyandshouldbe
movedto � �&%(' or is notananomalyandshouldremainin � �)%
' .

In order to makethis determination,we examinethe likelihood of the two
cases.

Thelikelihood, * , of thedistribution � at time + is:

*,���-�.	/� 01�32 ' 465 �-� � 	7�
89 �������
	;: <�=>: 1?A@)B < = 4 < = �-� � 	DCE

89 �6: F�=>: 1?�G�B F = 4 F = �-�IHA	-CE
where

4 < = and
4 F = aretheprobabilitydistributionsover themajorityandanoma-

lous datarespectively. We computewhetheran elementis morelikely to be an
anomalyor anormalelement.

In otherwords,we examinethechangein * � if:� � �"� �KJ '/LNM � �>O (2)���P�"���KJ 'PQ M � � O (3)

If this ratio ( * �-R * �KJ ' ) is greaterthansomevalue S , we declarethe elementan
anomalyandpermanentlymove theelementfrom themajoritysetto theanomaly
set.Otherwise,theelementremainsin thenormaldistribution.� � �T� �KJ ' (4)� � ��� �KJ ' (5)S is a parameterto themethodwhich setsthesensitivity to anomalies.We repeat
this processfor every elementandin theendwe geta partitionof datasetinto a
setof majorityelementsandasetof anomalouselements.

A completedescriptionof this algorithmaswell asperformancecomparisons
to otheranomalydetectionalgorithmsis givenin [2].
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Table1: Lincoln LabsSystemCall DataSummary

Program # Intrusion # Intrusion # Normal # Normal % Intrusion
Name Traces SystemCalls Traces SystemCalls SystemCalls
ftpd 1 350 943 66842 0.05%
ps 21 996 208 35092 2.7%

eject 6 726 7 1278 36.3%

5 Evaluation

We appliedadaptive modelgenerationto detectintrusionsbasedon theanalysis
of processsystemcalls. We examineda set of systemcall datathat contains
intrusions.

Thedataanalyzedis asetof systemcall traces for agivenprogram.A traceis
thehistory(or list) of systemcallsmadeby a processof thegivenprogramfrom
beginning of executionto the terminationof the process.The argumentsto the
systemcalls are ignoredfor the analysis. In the dataset, thereis a setof clean
tracesandasetof intrusiontraces.

Theattacksthatarecontainedin thedatasetare“userto root” attacks.These
attackstarget programson UNIX machinesthat run with superuserprivileges.
By exploiting bugsin theprograms,anattackercangainsuperuserprivilegesby
causingtheprogramsto executea shell. This shell allows theattackercomplete
accessto thesystem.

Thesetof systemcallsthatareobservedunderthenormalusageof thesystem
aresignificantlydifferentthanthesetof systemcalls thatareobserved whenan
attackeris exploiting bugsin theprogramandobtaininga shell. This difference
canbedetectedandis thebasisof anomalydetectionmethodsonsystemcalls.

The dataset is from the BSM (Basic SecurityModule) dataportion of the
1999DARPA IntrusionDetectionEvaluationdatacreatedby MIT Lincoln Labs
[15]. Thedataconsistsof 5 weeksof BSM dataof all processesrun on a Solaris
machine.Weappliedadaptivemodelgenerationto build modelsover threeweeks
of tracesof the programswhich wereattackedduring that time. The programs
attackedwere:eject, ps, andftp. Table1 givesasummaryof thedataset.

Usingthesystemcall traces,wedecomposeeachtraceinto asetof systemcall
records.Eachrecordis a sequenceof five consecutive systemcalls obtainedby
sliding a window over thetraces.Our probabilitymodelcomputesthelikelihood
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of eachof the sequences.The likelihood of a sequenceis the likelihood of the
fifth systemcall given the previous four. This measureshow well the first four
systemcalls predict the last systemcall. Intuitively, sincethe attackprocesses
takea differentexecutionpaththanthe normalsystemcalls, the point at which
the pathsdiverge would have very low likelihood in this model. This model is
equivalentto computingtheMarkov chainprobability:4 �-�
UWV �
XA� Y;�(Z[� ' 	 (6)

where�
� is thei-th systemcall in therecord.TrainingaMarkov chainconsistsof
computingthecountsof systemcallswith their contexts.

After applyingthemethoddescribedin section4, we canremove theanoma-
louselementsandtrainthesystemonly onthenormaldata.To evaluatethemodel,
we computethelikelihood for eachrecordin a processtrace.If the likelihood is
below somethreshold,thenwe declaretheprocessanintrusion.

Using thedatato simulatea hostbasedintrusiondetectionsystem,we apply
adaptive modelgeneration.We build a modelafter collectinga weeksworth of
data. Week1’s model is trainedon the first week of data. Week2’s model is
trainedonthefirst two weeksof data,while week3’smodelis trainedonall three
weeksof data.

We evaluatethemodelafterprocessingeachweekof data.To keeptheevalu-
ationfrom beingbiasedto whentheattacksoccurred,we createda testsetwhich
containsattackand normal data. The sametest set was usedto evaluateeach
model.We alsospreadtheattackdataevenlybetweenthethreeweeksof training
datato furtherremove bias.As expected,thedetectionperformanceimprovesas
moretrainingdatais collected.

Thereare two importantmeasurementsin evaluatingthe performanceof an
intrusiondetectionsystem,thedetection rate andthe false positive rate. Thede-
tectionrateis thepercentageof attackspresentin thedatathata systemdetected.
The falsepositive rateis thepercentageof normaldatawhich thesystemclaims
to beattacks.Performanceis optimizedwhenthedetectionrateis maximizedand
thefalsepositive rateis minimized. Typically thereis a tradeoff betweenthede-
tectionrateandthe falsepositive rate. We canexaminethis tradeoff by varying
thedetectionthreshold.

By plotting thedetectionrateversusthefalsepositive rateat differentthresh-
olds,we obtainanROC curve. An effective methodfor comparingmodelsis by
comparingtheir ROC curveson the samedata[16]. Figure3 shows the ROC
curves for threemodels(Week1,Week2,Week3)over the threeprogramsthat
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Figure3: The performanceof adaptive modelgenerationover 3 weeksof sys-
tem call data. ROC curvesshow the performanceof the systemby plotting the
IntrusionDetectionrateversusthe FalsePositive rate. As expected,modelper-
formanceimprovesfrom themodelsgeneratedafter1 weekof trainingdatato the
modelsgeneratedafter3 weeksof trainingdata.(a) ftpd. (b) ps. (c) eject.

containedattackdatain thedataset.Notice that theROC curvesincreaseasthe
systemcollectsmoredatawhichsignifiesanimprovementin modelperformance.

6 Conclusion

In this paperwe presentedadaptive model generation,a methodfor automati-
cally building intrusiondetectionmodels.Themethodusesthedatacollectedby
thesensorsto train intrusiondetectionmodelsanddistributethemodelsto detec-
tors.To build themodels,adaptivemodelgenerationusesanalgorithmthatbuilds
anomalydetectionmodelsover noisydata.Thedetectionmodelsareperiodically
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updatedby the systemautomaticallyasmoredatais collected. Adaptive model
generationmaysignificantlyreducethecostof deployinganIDS systembecause
it removestheneedfor manuallycreatinga trainingset.

Futurework includesextendingthedatawarehousingcomponentto allow for
the combiningof information from differentsensors.Eachsensoronly seesa
portion of what is happeningon a system.Sinceall of the datais storedin the
datawarehousingcomponent,thedatacaneasilybecombinedto amorecomplete
view of whatis happeningon a system.Thiscanbeanapproachfor allowing the
systemto build moreeffectivemodels.

We canalsoextendthedatarepresentationto takeadvantageof linking capa-
bilities of (or associatedwith) XML suchaslinks amongmodelsandthedatasets
usedto generatethem.

Anotherdirectionfor futurework wouldbeto usetheinfrastructureprovided
by thesystemto assistin building misusedetectiontrainingsets.Thedatacanbe
collectedfrom thesensorsandstoredin thedatabasein thesameway. However,
during the datacollection process,the systemwould be attackedand the time
stampof theattacksaswell astheir targetwould berecorded.Thedataof when
theattacksoccurredcanbeinserteddirectly into thedatabase.Theactualtraining
setcanbegeneratedfrom thedatabase.This approachcanpotentiallyreducethe
costof building a trainingset.
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